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LBS market is exploding. But where are the users?
Worried about P2P and “big brother” privacy issues

Location adds a new level of
complexity
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Privacy is really at the core of the
value proposition
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By giving

people that control
share more stuff

Apple expects you....

...to answer the same
guestion 1000 times...
“Twinkle™ would like to use
your current location ...with multi-tasking in 0S4,
e they’ll show you which app
Don’t Allow OK accessed your location in
the past 24 hours...
...even if it’s too late...
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This application has access to the
following:

A Network communication

A Your location | to agree upfront and never
CO 1etwork- ed) locati

. ' - change your mind
A System tools

A Services that cost you money

how do |

o do i find my ip address

how do i get a passpart

how do | know if im pregnant

how do i love thee

how da i delate my facebook account

haow do | download youtube videos
TechCrunch bl

how do | delete my myspace

Few do i breathe lyrics

hew do i find my wep key

Google Search | I'm Fesing Lucky

About Advertise Archives Company Index Conta

2 Join TechCrunch On Google Buzz »

Google Warns Latitude Users That They
Might Be Sharing Their Location

by Robin Wauters on Feb 15, 2010 30 Comments 292 s ®Buzzit




2nd Opportunistic RF Localization for
Next Generation Wireless Devices
June 13-14, 2010

Worcester Polytechnic Institute
Worcester, MA, USA

Locaccino
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The Value of Richer Settings
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White Lists Simply Don’t Cut It!

... This is why Loopt, Latitude & Co. Are Failing
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...But Are Users Ready For This?

Are users willing to define enough rules?

100%

Average accuracy for Facebook friends varying number of rules, c = 20 X
80% M Loc/Time+

600 . [ M Loc/Time
6 M Loc
40% [ Il T - o mTime+
20% J J J J Jm» Time
O White list
0% - T T T T ]
1 2 3 4 5

*The benefits are visible even with just 1 or 2 rules!

«Similar results for advertisers

Here’s the Real Kicker!

100%
Average time shared,
80% - [ Try M Loc/Time+
H Loc/Time
60% -

M Loc

40% W Time+

Time

20% - -
O White list

0% -

Friends & family Facebook friends  University community Advertisers

2x the sharing Facebook
Friends!

»>2.5x times advertisers!!
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Some Other Considerations

Default Settings or Personas

review who's requested your
information

Hours Viewable (M = 1226 hr/wk) Hours Viewable (M = 101.47 hr/wk)

Average: 122 Average: 101
" hr/week “ hr/week

Introducing the Privacy Layer

Users

Apps developers LOCACCINO N brightkite
Open developers API
SZIPano User-Controllable Privacy Platform

Policy enforcement engine Location middleware providers

Platform providers ﬁ

Data providers (maps, P.O.l) NAVTEQ
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Zipano’s UCPP in a Nutshell

0 Highly scalable

low latency

rich and extensible
set of privacy attributes

privacy preference editing, location request
processing, user request auditing, etc.

Q Secure
O flexible authentication plugins

Hobdle Locaccing 3
~. David Eggersch..
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Bottom Line

QRicher privacy settings
unlocking the full potential of location

0Zipano’s application
developers operators and other
aggregators

More Control — More Sharing

Ziv Baum, CEO
zbaum@zipano.com
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Relevant Websites

WWW.zipano.com
www.locaccino.com

mcom.cs.cmu.edu/user-controllable-security-

and-privacy/

Some Recent Press Coverage

Pittsburgh Post Gazette
Wall Street Journal
Business Week

Chronicle of Higher Education
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Relevant Publications

Understanding and Capturing People’s Privacy Policies in a Mobile Social Networking
Application
Location Sharing Technologies: Privacy Risks and Controls

Capturing
Social Networking Privacy Preferences: Can Default Policies Help Alleviate Tradeo ffs between
Expressiveness and User Burden?

Who's Viewed You? The Impact of Feedback in a Mobile-location System.

User Controllable Learning of
Security and Privacy Policies.

Capturing Location-
Privacy Preferences: Quantifying Accuracy and User-Burden Tradeoffs.

User-
Controllable Security and Privacy for Pervasive Computing.

Ambient Intelligence: The MyCampus
Experience






