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Privacy in Mobile & Pervasive Computing

O MyCampus project over the past 7 years

B Piloted a number of context-aware applications
on campus

B Privacy as a major impediment to adoption

O Wikipedia’s definition of privacy: “... the ability
of an individual or group to keep their lives and
personal affairs out of public view, or to
control the flow of information about
themselves. Privacy is the ability of an
individual or organization to reveal oneself
selectively...”
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Challenge

|

O ...But lay users (and even “experts”) are
not very good at defining privacy
policies...

B Complexity of people’s policies

B “One size fits all” often doesn’t apply
B Policies change over time
u

Poor understanding of the consequences of
how one’s information will be used

B Trust Engine technologies are ahead of
usability research
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Question

[0 Can we develop technologies that
empower users to more accurately
specify their policies?

[0 And some related questions such as:
B User burden vs. accuracy
O Incl. expressiveness issue

B How does this change from one
application to another, from one
user to another?
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People Finder Architecture

f MyCampus Server

Jim’s Mary’s
PEA PEA
Jim’s Mary’s
KB KB
\_ J

<Combines GPS, GSM and WiFi
<Available on cell phones and laptops
<PEA = Policy Enforcing Agent

J | m <Policies represented in rule extension Mary
of OWL language
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People’s Policies Are Often Varied & Complex

[0 User’s willingness to share their location
depends on:

B Who is asking

When

Where they are
What they are doing
Who they are with

And more...
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People Finder — Defining Rules

“ People Finder - Your Rules - Mozilla Firefox

stoey  Bockmarks Tooks Help

.- - B4 hétps: {fmycampus2 o5 ad o5 e edufpeoplefinder e _view php &+ b G- 7
-, . sty
— ] th b at
MQ People Finder CarnegieMellon.

© 2006 g Halin U

' People Finder - Change Your Rule - Mozilla Firefox

File Edt View Hstory Bockmarks Tooks Help

Your Rules

w4 - - I fl‘ B hitps: {fmycampus2 scs.ad s cmu edupecplefindsr e _mod phpinules_id =P 20sh sdents %2
Jennifer weekday rule
s {Ma Wad, Thu, Fri) from 00:00am to 500 v L
MQ People Finder
User Directary I
ar Acount Patricia can see me anytime
i Tuse, Wied, T, iS¢} - Al Dy Change Your Rule
i Pa Home S
Your Rules salect a name for

: ? s Fute Name PHD students weekday
FeopleFinder Faculty
s E

Si00pm
v am b
Jazon Hong Lorrie Crasor Lujo Bauer

w12 %[00 =[pm =

PhD students weekdays =
o, « 5«00 %[pm =

A} from 12:000m 1 5:0

Ie
ThAs weekdays
{Man, Tus, Wed, Thy, Fr} fram 08: 30am to 5:00 [add anniber duration]

TAs

Do

Copyright © 2001-2008 Norman M. Sadeh

Users Are Not Good At Defining Policies

B % Correct Disclosures

100 People Finder Application:

80 eLab study with 19 users
«30 queries per user

60
Mean (sec) Standard
40 Deviation

(sec)
20

RUICKSECE N 321.53

Rule

Maintenance

Total
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...and it’s not for lack of trying...

B +# of Original Rules I # of Final Rules
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It’'s Not Because of the Interface

Modifying rules was easy using the system's rule interface

B # of User Responsas

O = KW B oo

ffvfff;;f
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Only Slight Correlation with # Rules

# of Rules vs. Accuracy Comparison

¥ User?2 ™ Userd ® Userd X User5 Uzer 8
Uzer7 ® Uzer8 % User9 ¥ User10 * User 11
30
u :
24 x® ™ -
# of Accurate 8 ®
Disclosures ® -Total of 30 requests
(of 30) 12 -Post-hoc accuracy
3]
0
0 2 4 [ 8 10 # of Rules
e
y=0478% + 18878 A2 =0.1397
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Only Slight Correlation with Time Spent
® User2 = User3d = Userd X Uszer5 Uszer g
User7 X User8 % User9 x User10 x Userid
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0
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Importance of Feedback - Notifications

( .
Location Request bl

sadeh has requested your location

PeopleFinder application
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Machine Learning

[0 Audited Logs can be used to refine a
user’s policies
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Lab Study
=
B Original Rules
B Modified Rules (in-study)
100 B Modified Rules (post-study)
B Case-Based Reasoner
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More Recent Pilots — 12 most active target users
|

3 Pilots — total of over 60 participants

1o
80
B0
“a
20

a
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B Machine Learning User-Defined Rules: 79% vs. ML: 91%
Il User-Dafined Ruies Note: Includes benefits of auditing
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User-Controllable Policy Learning

[0 Learning is a “black box” technology

B Users are unlikely to understand the
policies they end up with

B Source of vulnerability

[0 Can we develop technology that
incrementally suggests policy changes to
users?

B User remains in control
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New Family of User-Controllable Policy Learning
Techniques (Patent Pending)

Accuracy and Standard Davietion par llanation
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Winnks
Human-understandable suggestions help improve user-defined policies
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Policy Evolution
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O Same
m Different: final disclosure
o Different: final no-disclosure
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Other Promising Approaches

[0 Visualization Techniques

[0 Explanations & dialogues
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Overall Vision

New

Technology
Jane . i
I My colleagues can see my location ' Policy
. on weekdays between 8am and 5pm Ly . .
Policy I d P ' Visualization
Creation i
_________________ I_____________________________________________________________,:______________________
[ Jane and Eric are late for our i Policy
Policy meeting. Show me where they are! : Enforcing
Enforcem(-:‘ntI :
Jane is in Oakland but I can’t ) i Engines
I | access Eric's location Bob’s
_________________ b Phone... i
| Eric [Why couldn’t Bob see where | was? :
) | ; Bob is a colleague. So far only youn] : Explanation
Policy friends can see where you are '
Auditing & | ;
Refinement | Eri What if my colleagues could see my]: Dialog
rc location too? :
| In the past you denied access to ]: Learning
Time § your colleague Steve i from the
i past
OK, make it just my superiors '
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Some of the Things We’ve Learned So Far

|

O Adoption will depend on whether users feel they have
adequate control over the disclosure of their contextual
information

O People often have rather complex privacy preferences
B People are not good at specifying their policies

B Not easy to identify good default policies beyond just
denying all requests

O Policies tend to become more complex as users grow
more sophisticated

B Allowing more requests but in an increasingly selective
way

O Auditing is critical

B |Learning, explanation & dialogues make a
difference

O Applies to both privacy and security policies
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Q&A
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